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Introduction
1. How can you measure intrusion into privacy? This was the question posed to those
attending the Metrics of Privacy Conference held at Jesus College, Cambridge on
14 November 2018. The conference was organised by the Technology Advisory
Panel (TAP), a statutory body set up in 2018 under the Investigatory Powers Act
20161. Co-sponsorship was provided by the Intellectual Forum based at Jesus
College, Horizon Digital Economy Research and the EPSRC IoT Research Hub,
PETRAS. Delegates were invited from a range of backgrounds including statistics,
computer science, and privacy. They brought experience both of academia, and
of civil society groups and other bodies with an interest in the topic. The conference
took place under the Chatham House rule, and this note summarises the
discussions without necessarily implying that every participant agreed with every
point recorded.
2. In recent years the subject of personal privacy has grown in importance and public
focus, particularly in the light of WikiLeaks, the Edward Snowden revelations
(2013) and the increased number of cases against the UK Government being taken
to court by individuals and privacy organisations. This is alongside a background
of the development of the new Investigatory Powers Act 2016 (IPA) and the growth
of public scrutiny into the activities of the Intelligence Agencies and other
organisations using surveillance powers; parallel to this is the need for the UK to
protect itself against terrorism, cyber and other organised crime.
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3. Public expectation of privacy has been brought into question as never before. The
IPA includes safeguards alongside each element of the powers, and the
Investigatory Powers Commissioner (IPC) and his office (IPCO) are required to
oversee how the powers are used and whether the safeguards are being correctly
applied. The TAP, working alongside IPCO, has two functions: to give specific
advice to the IPC on technical matters, and to take a broader view of technical
development of relevance to the IPA. IPCO need to be able to measure, weigh,
rank and quantify activities under the Act; the provision of metrics to assess the
level of privacy would be valuable and would aid IPCO both in correct
assessment of warrant applications and in inspecting the use of the IPA powers.
However, there is no simple quantification method.
4. Prior to the day, all participants had been asked to submit two questions for
discussion via the Well Sorted tool2. The output from the tool produces a
dendrogram which groups and sorts the submitted questions by frequency and
topic of the questions.

Three main themes were identified from this and taken as broad discussion themes
for the day:
i.
ii.
iii.

(In blue).
(In green)
(In red).

Privacy is Contextual.
Mechanisms to mitigate privacy concerns
Metrics

Privacy is Contextual
5. The group was in full agreement that privacy is affected by the context. This is a
broad topic and one on which people hold different views. Certain professions
already have extra legal protections in place in recognition that greater privacy is
essential to that context (e.g. journalists, lawyers and politicians). The topic is
interdisciplinary and has a psychological angle and people’s responses to privacy
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issues will vary based on their personality as well as the context. This makes the
methodology of research into metrics much harder, as if privacy is mentioned, the
response can alter. Additionally, the context in which responses are made may
make comparisons (between them) difficult.
6. As the IP Act recognises, intrusion into privacy by the state is not always negative,
so long as it is done in pursuit of legitimate aims and in accordance with the law.
There are times when use of personal data may be of wider public benefit, even if
it is intrusive. Privacy can therefore come at a cost. There was wide agreement
that aiming never to have intrusive tools was not realistic, but that there should be
an aim to minimise intrusion. The benefits may be perceived differently by different
people, so the scale of privacy versus benefit needs to be very carefully balanced.
7. Intrusion is not simply an individual matter as it can involve not just the
personal data of the individual but can have impacts on the wider group or
population where there is some form of shared identity. It can involve networks
of individuals or groups or information networks. This element of wider impact and
potential indirect effects needs to be considered in any attempt to define privacy
metrics. An example of this might be the use of a DNA testing site such as
23andMe3 where the addition of one’s DNA may impact on others (such as
highlighting familial links, identifying genetic traits or health-related issues which
others may prefer not to know). Such issues might be managed by controlling any
inferences from the DNA rather than by preventing the DNA itself from being put
up on the site.
8. Where is the sensitivity? Is it in the data itself or in the analysis and the end result?
It will be increasingly difficult with the growth of Artificial Intelligence (AI) to know
what analytical work has been done on the data. The intrusion caused by obtaining
and retaining the data is not a fixed impact but will vary according to the people
whose data it is and what other data is available and may be combined with the
original data. It is essential to reassess the potential for intrusion constantly
as analytic processes change and develop. This can be more difficult when it
involves large and therefore less flexible bureaucratic organisations such as
Government. If the privacy intrusion is continuous this is equally important. There
is a tension between privacy and accountability: it must be possible to be able to
challenge a decision.
9. There are several layers to privacy; an individual may choose to reveal their
personal data to others and this may affect the decisions of others. It is possible to
get a great deal of knowledge about an individual and their behaviours whilst not
knowing who they are; conversely, a few significant pieces of disparate data may
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completely identify an individual. Therefore, even for publicly held data, people
have rights of privacy. They may have volunteered the information without
understanding the implications of its use at the time, or the potential future use of
the data. New techniques or methods may be developed over time which may
deviate from the original premise for the use of the data.
10. Intrusion into privacy involves a wide spectrum: it is not as simple as zero versus
full intrusion, nor is it a linear process. Machine collection is NOT zero intrusion
as it still invades privacy. Awareness of the collection taking place may
encourage individuals to change their behaviours, and actions do have
consequences. Machines can create impacts which humans cannot and vice
versa, such as: dealing with volumes, taking decisions, the ability to recognise “lies”
or to deal with (or even introduce) bias, and machines may not be fully trusted by
humans in how they manipulate the data. A machine can analyse more data more
quickly, but in common with humans can make errors or miss things.
Differential Privacy and Mechanisms to mitigate privacy concerns
11. Is there a difference between the invasion of privacy done by a machine versus by
a person? What if the data is merely processed and not viewed by a human? Is
the processing of the data more intrusive than the collection? The nature of the
intrusion is different4 and each can be worse at different times. Several stages of
processing might be employed, bringing increased interference with privacy at
each stage. The political environment also may change how the data is used, which
may be another argument for minimisation at the earliest possible stage. This
prevents any risk of accidental or deliberate misuse.
12. How much is data deletion a mitigation of intrusion? Given the non-trivial cost of
immediate destruction of data from large systems and traditional backup systems,
to what extent does locking the data beyond use to be deleted by automated
processes in the course of time (e.g. when backup tapes etc are recycled, or
through set deletion timings) compare to immediate destruction? Is it possible to
delete the data whilst retaining the results, and are these results more, or less,
harmful that the data itself? This could make the data less revealing but would
prevent later analysis or cross-linking of information. Time-delayed destruction can
potentially be reversed, whereas destruction is final. The antithesis to this might be
a case where the data if retained may prevent a miscarriage of justice due to
incomplete or misconstrued earlier analysis. There may also be good intelligence
reasons for retaining data, for national security purposes.
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13. A paper entitled “Technical Privacy Metrics”5 was referenced during this session
and recommended for further reading. In this document, eighty different measures
of privacy are noted under eight separate categories. These are:
a. Uncertainty
b. Understanding the measures
c. Data similarities
d. Interaction of time
e. Quantification of error
f. Indistinguishability
g. Accuracy and precision, and
h. Success probability.
14. Obfuscation approaches, such as differential privacy6 (e.g. adding random noise
to data), could protect the individual whilst retaining the underlying population
statistics but ideally need to avoid any temporal correlation ability. The approach
of k-anonymity7 might have value, allowing data to be processed to the point where
you can address a group’s statistics without identifying any individual. However,
reidentifying after anonymisation depends on what other data can be brought to
bear, and there are no deeply theoretical results on such techniques on which to
rely. A single piece of additional data may be enough to unlock data which has
previously been anonymous. Encryption techniques could also be used to support
privacy; however, metrics which appear secure now may not be in the longer term
(e.g. encryption using 56-bit keys was once considered sufficient) therefore any
metrics will need to be revisited constantly. Each of these could be applied in
different contexts.
15. What is required is a process with real impact on expected intrusion and with the
ability to oversee this effectively. How much should we be prepared to put trust in
the agencies or indeed in the overseers? All are keen to ensure that intrusion is
reduced as much as possible. There is always a risk of misuse and no perfect
solution will be found; however, technical and architectural means can be used to
make improvements. Some risks can be detected and stopped, others would need
to be understood and properly managed by adapting the processes.
16. The focus has moved from cyber security to cyber resilience, balancing the risks
against the utility, and providing metrics to help the decision-makers. The paper
quoted above contains some metrics options which are quite simplistic, and simple
metrics should be considered as much as more complex methodologies. If
measures and metrics are extremely complicated, then decision-making can
5
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become more difficult and highly disputable. Whatever metrics are proposed need
to be transparent and to allow people to validate them by checking out their
accuracy and effectiveness. Any metrics need to be deployable by the agencies
and/or by the inspectors (either in oversight or else run for themselves) and must
be resilient and not able to be subverted. We must build a correspondence of the
risk thresholds already in place to the metrics, in essence defining a “privacy
budget”. However, such a correspondence would need to be regularly
monitored so that it is consistently applied as well as deal with
improvements in the metrics themselves. It is better to say that the measure of
privacy will be improved, than to say that intrusion will be mitigated.
17. To consider specific metrics it might be helpful to concentrate on a specific
capability or technique, as there is no universal metric. Is it appropriate to publicise
which privacy metrics are being used? Is it possible to look at information in the
public domain to consider potential privacy metrics? The IPC is in a strong position
to require metrics and privacy to be included on agendas and plans for new
systems. There is no limit to what questions IPCO can ask in terms of necessity
and proportionality. However, engineering staff may not be the best people to
consider what privacy measures could be installed therefore guidance from other
bodies would be helpful, particularly where there are cross-system impacts. How
can architecture be used to ensure that privacy is protected?
a. What is being done to protect privacy?
b. What consideration and balance has been put into the system design?
c. How can we measure privacy versus benefit?
d. What consideration is given to whether this is the best method to
measure privacy (technical/policy /legal)?
18. To obfuscate which metrics are in place by the agencies might it be possible to
publish a range of possible options and methods? How much is it possible to
compare and discuss methods meaningfully with similar organisations and other
groups working on privacy issues across the globe? What research is being done
based on publicly available data? Is effectiveness more important than privacy?
How can measures be publicly validated, particularly where techniques are
sensitive? The goal may be not to expose the privacy measures but to show
improvement year on year. Trying out techniques is an engineering problem but
testing out the techniques is a metrics problem which needs to use actual data.
IPCO has a role in helping to define privacy intrusion and TAP has a role in helping
the agencies to come up with varied methods and to be able to compare the
intrusion level of each and prove that compliance standards are improving.
19. There is a need to build public trust and that has many more steps than any
technical solution. It requires the input of a wide range of people besides engineers
and certainly needs ongoing public discussions. How do we engage more (and
6

more active) public discussion on this topic? This must include not just
general discussion but more technical involvement.
Metrics
20. Can we compare two methods to see which results in less intrusion? Can we use
global statistics, or do we need to take more personal issues into account? Should
measurements differentiate across society? Global population statistics may not
be the right answer: we need to understand and nuance the data; correlations may
have enormous consequences e.g. it is possible to identify an individual from four
separate data location points. This may be innocuous to some but of concern to
others.
21. It would be sensible to consider incremental processing (if we do a, then b, then
c…). For intelligence minimisation it is possible to take a lot of data which can show
a range of different outcomes, or to restrict the data so that it cannot be used for
certain purposes. As a democratic society, constraints need to be included and
what is possible is constantly changing. The more the data is touched, the greater
the interference. However, to reach the intelligence goal it may be necessary to
evaluate a whole range of data first.
22. There was a suggestion of the possible use of “citizen juries” to look at case studies
(though there might need to be caveats from the agencies).

23. A starting point for future discussion might be to take the following thoughts/topics
for all to consider:
a.
b.
c.
d.
e.

How is data traditionally minimised?
How is data selection and filtering done?
Indexing
Data deletion processes
Datamining

This needs to include ideas on correlations between algorithms and consideration
of the risk of bias. Are there any non-technical means to reduce the level of
intrusion?
24. It might be helpful to put together a list of valid questions which JCs/inspectors may
wish to ask themselves. Can this group agree some core principles for this and
provide a guidance document which also devises means for how the responses
can be measured?
Next steps
7

25. It was agreed: to produce and agree this report of the discussion meeting; that
participants would be willing to engage in further meetings to illuminate more detail,
but it was agreed that these events would need to focus in on specific topics per
meeting; and IPCO TAP agreed to consider how to proceed.
Conclusion
26. In conclusion, the discussions illuminated the inherent complexity in determining
Metrics of privacy. They will be neither straightforward nor easy to implement, and
there are a large number of factors to be taken into account. However, this was a
useful and interesting workshop which has captured some of the complexity of the
topic and given helpful pointers for future work.
Post meeting comment
27. A further thought received post meeting was how could investigatory patterns be
represented (e.g.8) in a manner that would allow a methodology for privacy impact
measures to be applied to these patterns. This would enable a “privacy by design”
approach to specifying investigatory needs9. Additionally, the measurement
approaches should allow privacy risks to be balanced against the social benefits
(e.g.10) associated with the investigatory request. This approach could facilitate
sharing of investigatory patters with a wider community of stakeholders to validate
the privacy impact measures.
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